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My girlfriend tells me that I’d light up 
like a Christmas tree whenever I’d see 
my friend and former boss, Ron Mastro, 
retired publisher of Military & Aerospace 
Electronics magazine. How could anyone 
not? The man had buckets of charisma 
and when he turned on his high beams, 
you couldn’t help but smile. The laughs 
and smiles will stay with me even though 
I had to say goodbye to him this spring 
after he lost his battle with lung and 
brain cancer. Ron was a month shy of his 
71st birthday.

For close to 15 years he led the  magazine 
and its affiliated COTScon show – 
later called the Military & Aerospace 
Electronics Forum. A Navy veteran, 
Ron thrived in the military electronics 
market and took great pride that his 
little publishing niche covered an insti-
tution – the U.S. military – that he loved 
and respected. Though considered a bit 
of a maverick by his bosses, his leader-
ship style generated loyalty as well as 
revenue, as he ran a profitable media 
franchise year after year for PennWell.

Ron’s staff loved him because he 
treated them more like a family than a 
staff. He always preached that we keep 
disagreements in the family, solve them 
in the family. He was loyal to us and 
we were loyal to him. As a result, we 
had a close-knit core staff – publisher, 
sales rep, and two editors – who stayed 
together from the time I joined the 
magazine in 1996 until Ron retired in 
2008. Very little turnover, and Ron was 
a big reason for that.

A born bon vivant and raconteur, he 
launched countless friendships every 
time he said, “Hi, I’m Ron Mastro.” Ron 
told me he tried to get everyone to like 
him – whether it was a potential cus-
tomer, a waitress, bellhop, valet, police 
officers, and so on. They didn’t always 
like him back, as Ron was opinionated – 
especially about his Republican politics. 
He even held a small, elected office in 

New York in the 1980s. Never shy, Ron 
said whatever was on his mind. He once 
joked with an executive during a budget 
meeting to “hurry it up, you’re cutting 
into my nap time.” Ron also had Irish 
diplomacy, in other words “the ability to 
tell a man to go to hell and make him 
look forward to the trip.” He’d chew out 
a colleague, only to have the same guy 
call and thank him an hour later.

There are tons of stories like that about 
Ron, most of which I can’t tell here 
because he flavored his speech with 
four-letter words befitting the sailor he 
was – a former Navy Asst. 1st Class Petty 
Officer serving on a Navy HSS-2 Sea King 
helicopter – later designated the SH-3A. 
Ron was a well-read storyteller with a 
colorful lack of a filter that endeared him 
to his friends and colleagues.

He was a human social network long 
before there was ever a LinkedIn or a 
Facebook. “I channeled Ron today,” an 
introverted mutual friend told me after 
hearing Ron passed away. “I said hi to 
every stranger who crossed my path, 
asked how they were doing, asked their 
names. I connected with people and it 
felt good to be like Ron.”

Ron was known for hugging his way out 
of the office and that’s how he went 
through life too. Delivered devastating 
news that cancer had spread to his brain, 
Ron did what any of us would do and 
had a pity party. However, Ron’s pity 
party was a cocktail party with wine, 
whiskey, and beer flowing for 30 of his 

closest friends in The Villages, a golf-
cart retirement community in Florida. 
The Villages is advertised as “America’s 
friendliest hometown” – the perfect 
place for Ron. He spent most of his last 
five years there trying to break 90 in golf, 
reading historical novels and the works 
of political columnists, and enjoying his 
children and grandchildren.

Fortunately for me, Ron retired near 
my parents and I was able to golf, drink 
wine, and spend time with him every 
few months. I can still see him now, 
drinking a whiskey on the rocks on his 
Florida porch or outside a hotel bar on 
the road, saying: “John, are you happy?” 
He meant happy in my job, my love life, 
or just that day. Well, I am happy. Happy 
and grateful I knew and loved a man like 
him. Through the years Ron was at times 
a boss, a second father, a mentor, and 
a golf buddy, but most of all he was my 
friend. One of the best I ever had and 
I miss him terribly.

Ron leaves his wife of nearly 49 years, 
Cheryl; daughters Deidre, Danielle, 
and Megan; and five grandchildren. 
The family has asked that donations be 
made to the Wounded Warrior Project 
foundation in Ron’s name online at  
www.woundedwarriorproject.org.

John McHale 
jmchale@opensystemsmedia.com

By John McHale, Editorial Director

EDITOR’S PERSPECTIVE

Remembering a friend and mentor

Figure 1  |  The laughs and smiles will 
stay with me even though I had to say 
goodbye to Ron Mastro, my friend and 
former boss, this spring after he lost his 
battle with lung and brain cancer.

›

“Ron was a human 

social network long before 

there was ever a LinkedIn 

or a Facebook.”
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In military avionics, SWaP is a major challenge. As major con-
tractors refresh and redesign electronics systems, in light of 
less funding availability, they are asking their suppliers to create 
smaller, less expensive, subsystem solutions, such as data com-
munications modules. These subsystem solutions, moreover, 
are expected to be priced and supported as Commercial  
Off-the-Shelf (COTS) products even though they were created 
as one-of-a-kind responses to unique requirements.

The resolution to the SWaP challenge and the custom/COTS 
paradox in data bus and other avionics technologies depends 
on the provider’s flexibility, expertise, and the ability to roll new 
features into its “stable” of standard products, recovering the 
cost of development and supporting future development with 
standard product sales. This constant recycling of ideas keeps 
front-end innovation going, costs contained, customers happy, 
and the product line on a healthy growth curve.

Shrinking bus board size and cost
Shrinking the size of a subsystem typically involves consoli-
dating the cards by using smaller, higher-density components. 
A three-card data bus solution providing multiple channels of 
multiple bus protocols, for example, can be downsized into a 
single card by incorporating smaller, less power-hungry com-
ponents and by implementing some bus elements in more 
efficient packages. This approach is often a win-win for the 
customer because – thanks to competitive pressures and the 
evolution of technology in the market – the new card is likely 
to cost less than the old ones. The new subsystem will use less 
power, as well. And the slimmed-down replacement allows the 
overarching system to be lighter and smaller – always virtues 
in avionics – or of equivalent size and weight but with more 
 functions and features.

Shrinking the footprint of data bus and other avionics cards 
is possible, thanks to the trajectory of electronics technology. 
Moore’s Law still holds sway over microelectronics: Components 
are increasing in density and decreasing in size at a rapid rate. 
FPGAs, for example, have undergone phenomenal growth in 
gate counts, while decreasing in size and power consumption. 
Bus card vendors are finding ways to shrink MIL-STD-1553 and 
ARINC 429 protocol implementations by incorporating some 
bus features in FPGAs or ASICs.

An FPGA can incorporate 1553 bus control logic that deciphers 
bit patterns and generates the proper responses, buffering, 
and processing for the 1553 bus controller, remote terminal, 
and monitor functions, as well as PCIe drivers and logic that 
enable the card to communicate with the host. As FPGA 
densities increase, more 1553 channels can be implemented 
on the device. A case in point is the RAR15-XMC, the latest 

GE Intelligent Platforms avionics data bus card, which squeezes 
four dual-redundant MIL-STD-1553A channels, 10 ARINC 429 
receive channels, and eight ARINC 429 transmit channels plus 
memory and protocol processing into approximately 8 square 
inches of board real estate (Figure 1). A spinoff from custom 
mil/aero projects that replaced two- or three-PMC card sub-
systems with a single XMC module that cut customer costs in 
half, the RAR15 is a standard, off-the-shelf, conduction-cooled 
product that implements key 1553 and 429 technology and 
protocol processing in a single FPGA.

While ASICs can be implemented in smaller sizes than FPGAs 
and can burn less power, the downside is that when ASICs go 
obsolete, it’s more difficult to migrate the software in them to 
a new board. FPGAs, on the other hand, are more easily swap-
pable from one generation to another, allowing as close to a 
drop-in replacement as possible.

Memory densities also have increased, allowing these chips  
to take up less space. And power circuitry is becoming smaller 
and more efficient. New data bus cards exploit hardware 
consolidation, miniaturization, and power savings trends to 
extract maximum performance for minimum footprint. Data 
bus card developers use all these opportunities to create cus-
tomized solutions and then incorporate these advances into  
standard cards.

Win-win situation for avionics
Data bus cards, like every other subsystem on an avionics 
platform, have to earn their way into an aircraft by meeting 
challenges such as size, weight, and power. By exploiting the 
trend toward ever smaller, lower-power-yet-denser electronics, 
designers are able to meet unique system demands while 
expanding their technology stables. 

defense.ge-ip.com

Figure 1  |  The GE Intelligent Platforms RAR15-XMC is a 
multiprotocol embeddable avionics module.›

By Charlotte Adams  
A GE Intelligent Platforms perspective on embedded military electronics trends 

FIELD INTELLIGENCE

Avionics data bus technology  
meets the SWaP challenge
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Today open standard VME and VPX 
boards come in three flavors of power: 
3.3 V, 5 V, and 12 V. As a result, system 
designers have to daily confront the 
extra work and cost of designing custom 
power supplies when the different 
boards they select for their system 
design fall into some mix of the three 
voltage types. The problem resurfaces 
when it’s time to upgrade the system, 
since an entirely new power supply with 
a different mix of voltage types might 
be required to support the technology 
refresh. However, there’s a better way to 
solve this challenge – one that delivers 
some very real, easy-to-understand 
SWaP-C benefits.

50,000-foot view:  
Why homogenous 12 V works best
In recent years, some of the leading 
COTS vendors have standardized on 
12 V as the single power type for all 
of their new Intel, Power Architecture, 
FPGA, and GPGPU-based VME and VPX 
modules. Eliminating the aforemen-
tioned mixed-voltage “Tower of Babel” 
will result in simpler, cleaner, and more 
easily scaled system designs. One fun-
damental advantage of standardizing on 
12 V is that it is ideal for use in military 
platforms. 12 V is evenly divisible into 
the common 48 V telecommunications 
power supply de facto standard, which 
makes it easy to take advantage of the 
wide range of choices and cost efficien-
cies that flow out of the commercial  
telco market. 

12 V also works natively with the most 
popular off-the-shelf AC/DC conver-
sion modules found on military plat-
forms. Reducing platform-to-backplane 
conversion increases power efficiency. 
Eliminating conversion saves power 
that would otherwise be wasted. Even 
better, it reduces space and weight in 
the system since a single standard 12 V 
backplane supply can be used to sup-
port all boards in the system. Eliminating 
the need to convert the platform vehicle 

power source into separate DC power 
of 12 V, 3.3 V, and 5 V signals on the 
backplane enables the system designer 
to achieve greater efficiency and space 
savings in the chassis subsystem. 

System-level view: Pure 12 V benefits
These days, every system designer is 
tasked with simplifying their designs 
and supply chains to lower the overall 
hardware cost of ownership. The single 
12 V approach eliminates the time, cost, 
and hassle of sourcing, maintaining, and 
storing multiple different power sup- 
plies or developing custom chassis sup-
plies. And once a single voltage becomes 
the standard, it eases, speeds, and 
simplifies the development of system 
variants. In one real-world example, 
a 17-slot system designed to support 
12 V boards requires three power slots 
for three distinct power supplies. If the 
design included a mix of 12 V and 3.5 V 
boards, two additional slots out of the 
17 available would have to be dedicated 
to 3.5 V power supplies. Thus, the deci-
sion to standardize on 12 V comes from 
having a system-level view. 

Let’s say an SBC was based upon 5 V 
and a DSP module was based on 3.3 V 
power. The number of boards would 
drive the requirement for different 
amounts of each supply. This would 

mean a specific power supply for each 
configuration of boards. A configuration 
that used two SBCs and one DSP board 
might need a different power supply 
than a configuration that used one SBC 
and two DSP boards. This drives up cost, 
increases complexity, and reduces the 
ability to adapt a platform architecture 
to multiple applications. Not so when 
all the boards standardize around 12 V. 
With commonality around 12 V, a single 
supply can accommodate many different 
mixes of boards.

Additionally, a 12 V HPEC system could 
leverage a single system design and 
leverage that box into many easily  
configurable variants to address many 
different applications. An example is the 
Curtiss-Wright HPEC platform, which 
offers Intel SBCs, PowerPC SBCs, DSP 
boards, GPGPU boards, FPGA boards, 
and VPX switches that can be mixed 
and matched to meet different applica-
tion requirements. All of these boards 
operate principally off of 12 V so the 
integrator doesn’t get into a trap of 
choosing a power supply with a certain 
amount of 3.3 V, 5 V, and 12 V power. 

Thwarting the mixed-voltage 
power dilemma
It’s easy to remember: Power comes 
cheaper by the dozen volts. A homog-
enous 12 V plan frees the design from 
custom power supplies, saves slots,  
simplifies logistics, cuts system weight, 
and provides opportunities to leverage 
standard commercial telco power sup-
plies. And because integrators are 
increasingly trying to leverage intel-
lectual property from one program to 
others, in today’s cost-conscious world, 
it might just be a matter of survival to 
operate 12 V lean and mean.

Eran Strod 
System Architect 

Curtiss-Wright Controls 
Defense Solutions 

www.cwcdefense.com 

“Eliminating conversion 

saves power that would 

otherwise be wasted. 

Even better, it reduces space 

and weight in the system 

since a single standard 12 V 

backplane supply can be 

used to support all boards 

in the system.“

By Eran Strod 
An industry perspective from Curtiss-Wright Controls Defense Solutions

MIL TECH INSIDER

Mil system power is cheaper 
by the dozen (volts) 
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Figure 2 | The U.S. Army and The Boeing Co. signed a triad of contracts for  
CH-47 (pictured) support and system development for the AH-64 Apache Block III. 
U.S. Army photo by Tech. Benjamin Faske

Figure 1 | Believing that silicon transistors’ improvement limits have nearly 
been reached, University of Nebraska-Lincoln (UNL) physicists and researchers 
have been developing a silicon alternative – a mere-atoms-thick ferroelectric 
oxide layer. Stock photo

Standard Missile-3 gets more support
The venerable Standard Missile-3 will soon gain more in-service 
engineering support, thanks to a recently awarded Missile Defense 
Agency contract modification for $62 million to Raytheon Missile 
Systems Co. located in Tucson, AZ. The modification raises the 
contract’s cumulative total from $594 million to nearly $657 million.  
Work under the contract modification commences in Tucson, AZ 
and continues through September 2015. The modification is incre-
mentally funded by Research, Development, Test, and Evaluation 
(RDT&E) funds for fiscal 2013.

Could silicon become a thing of the past?
It’s a foregone conclusion that computing will always be pow-
ered by a silicon backbone … but, is that true? Believing that 
silicon transistors’ improvement limits have nearly been reached, 
University of Nebraska-Lincoln (UNL) physicists and researchers 
have been developing a silicon alternative – a mere-atoms-thick 
ferroelectric oxide layer, touted to result in more storage capa-
bility for digital data than silicon, while utilizing less energy as 
compared to memory based on silicon. The goal is to make  
significantly more powerful, smaller electronics a reality. 

The ferroelectric oxide layer research is based partly on the 
quantum tunneling phenomenon, where particles penetrate a 
barrier solely at the atomic or quantum level. Two electrodes have 
an ultra-thin barrier inserted between them, then electrons – stim-
ulated by applied voltage – produce a current with resistance as 
they tunnel through the barrier. The ferroelectric oxide provides 
polarization directions, negative and positive, enabling polariza-
tion charge reversal that alters tunnel junction resistance by 100x. 
These capabilities are in contrast to present-day silicon, which 
demands more current and more real estate between regions in 
order to accommodate generated heat. 

But don’t look for ferroelectric oxide technology at your local 
Radio Shack just yet. The potentially silicon-replacing technology 
is only effective when temperatures are a chilly -100 °F or less. 

DEFENSE TECH WIRE

By Sharon Hess, Managing Editor

NEWS   |   TRENDS   |   DOD SPENDS   |   CONTRACTS   |   TECHNOLOGY UPDATES

NEWS

Boeing and U.S. Army sign trio of contracts
The Boeing Co. and the U.S. Army Contracting Command 
located in Redstone Arsenal, AL, put pen to paper three times 
in one day for a triad of contracts, two of which are almost iden-
tical: A contract awarded to Boeing’s Ridley Park, PA business for  
$22 million for CH-47 helicopter fleet and project management 
office deployed field-service support, plus a nearly $18 million 
(maximum value) contract mirrors the first contract exactly, except 
that it provides for nondeployed field-service support (Figure 2). 
Work under both contracts is anticipated for completion by 
the end of September, 2015. The third contract was awarded 
to Boeing’s Mesa, AZ business for about $41 million, covering 
incremental funding modification for system development for the 
AH-64 Apache Block III. Work occurs in Mesa, AZ, with completion 
expected in September 2014.  

USAF, Italy, Australia benefit from Lockheed mod
Luke Air Force Base’s Pilot Training Center 1 will soon benefit 
from a recently exercised $72 million (maximum) modification to 
the existing U.S. Navy LRIP Lot 6 advance acquisition contract 
already awarded to Lockheed Martin. The modification covers 
the training center’s support equipment procurement for the 
F-35 Lightning II Conventional Take-Off and Landing air system 
program. The mod also covers supplier support tasks under 
the  data quality integration management umbrella, plus prod-
ucts for sustainment data in support of the USAF in addition to 
the governments of Australia and Italy. The allocations of the 
contract are: USAF – about 76 percent or just over $55 million;  
Australia – 9.5 percent or nearly $7 million; and Italy – just over  
14 percent, at about $10 million. Work under the modification 
occurs through August 2014.
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DARPA’s voice-
trained, animal-like 
robot eases soldiers’ 
burdens

Soldiers on the ground are burdened with hundreds of pounds 
of equipment to lug through rough terrains and adverse weather 
conditions such as blistering heat. But that’s where the DARPA/
USMC-funded Legged Squad Support System (LS3) quadruped 
robot comes to the rescue, designed to interact with soldiers 
the same way a trained animal would, while carrying a robust 
400 lb. equipment load. As the video-captured recent testing at 
Fort Pickett shows, the Boston Dynamics-developed robot will 
obey voice commands such as “power on” and “follow tight” 
and can also traverse rough terrain. As the video shows, when 
there is a rollover, the robot uses its enhanced roll recovery capa-
bility and carries on into a simulated urban environment without 
running into anything or anyone. LS3 also serves as a nocturnal 
mobile power source to recharge troops’ batteries for their hand-
held devices and radios. LS3 testing will be ongoing through 
Q2 2014.

Watch the video: http://opsy.st/Y1d8AC

More videos: video.opensystemsmedia.com

INNOVATION

Hear what our “Military Embedded Systems” editors and 
group connections are saying: www.linkedin.com/groups/
Military-Embedded-Systems-1864255?trk=myg_ugrp_ovr

E-CAST

DEFENSE TECH WIRE

Counterfeit and substandard  
semiconductors: The solution 
to the threats
By George Karalias, 
Rochester Electronics

Counterfeit semiconductors are enter- 
ing the worldwide supply chain in 
unprecedented numbers, and those 
numbers are increasing at an expo-
nential rate. Also entering the world supply chain are substandard 
components that were originally viable but have been damaged 
through improper handling, storage, and shipping methods 
employed by unauthorized distributors. All of these components 
are causing production and maintenance failures that range all 
the way from inconvenient to deadly. 

Added to the already overwhelming mix of components that just 
don’t perform properly – or at all – are components armed with 
malicious “extras” that can destroy systems, cause malfunctions, 
or covertly gather proprietary information. Malicious insertion 
threatens national security. This white paper offers a solution to 
these threats and how to detect counterfeit parts.

Read this white paper: http://opsy.st/YjPzH2

More white papers: whitepapers.opensystemsmedia.com

MARKET PULSE

Quantum™ SA.45c Chip Scale Atomic Clock – 
Precision Timekeeping with Low Size, Weight, 
and Power (SWaP) for Military Applications
Presented by: Symmetricom 

Ultra-precise timekeeping that can change the outcome of 
 missions is now mandatory for mission-critical military applica-
tions. Atomic clocks in the past have offered the accuracy and 
precision required for these applications but could not be used 
due to their large form factors – which added to the overall 
weight of the system and total power consumed. 

Watch this on-demand event: ecast.opensystemsmedia.com, 
then click on “See Archived E-casts and Events in-progress”

T2 mobile app aims to quell 
fight-or-flight reaction
To tame the intensity of in-combat fight-
or-flight adrenaline responses, in addition  
to psychological stress reactions in the 
heat of battle, troops can now download 
the free Tactical Breather mobile app 
to their iPhone, iPad, iPod touch, and 
Android devices. Created by the National 
Center for Telehealth & Technology 
(T2), the app comprises techniques for 

training soldiers to exercise control of their concentration, emo-
tions, heart rate, and other variables that commonly react to 
stressful scenarios. Partially based on the book “On Combat: The 
Psychology and Physiology of Deadly Conflict in War and Peace,” 
by Lt. Col. Dave Grossman, the app won the Apps4Army (A4A) 
competition’s 2nd place award for the “General Wellness” cat-
egory. Download it at the iTunes app store, on Google play, or at 
the Amazon appstore for Android.

SOCIAL MEDIAVIDEO

www.mil-embedded.com CONNECTING WITH MIL EMBEDDED

INNOVATION   |   MARKET PULSE   |   TECHCHANNEL   |   BLOG   |   VIDEO   |   SOCIAL MEDIA   |   E-CAST
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CODE QUALITY:  
Dynamic and static analysis combined makes engineers and auditors happy

By Mark Pitchford, LDRA

In the good old days, before writing software became “software engineering,” code development was a black 

art practiced by weird nerdy kids straight out of college. For them, coding was by no means a structured discipline. If you 

managed to get them to communicate, they might tell you that they were hacking code together and using ad hoc test data 

to see whether it did what it was supposed to do when they executed it.

Whether they knew it or not, they were practicing dynamic 
analysis through system functional test. Unlike static analysis, 
dynamic analysis involves code execution by definition.

But what did this do beyond showing the basic functionality 
as roughly correct for whatever rudimentary test data was 
dreamed up? While better than nothing, likely no more than 
half of the code was exercised. Jack Ganssle, industry software 
guru, and chief consultant for The Ganssle Group, and industry 
editor, concurs: “Studies confirm that, without the use of code 
coverage analysis, testing typically exercises only 50 percent 
of the code. Given typical bug rates, that means 100K lines of 
code in a program will ship with 2,500 to 5,000 bugs. These 
bugs lead to many systems failures.”

Why? Because no matter how imaginative the tests, chances 
are that real life will throw some curve balls to try out the 
untested paths. And if something executes that wasn’t tested, 
you’re likely in for some surprises and potentially catastrophic 
failures.

Fast forward 30 or 40 years. Although such a homespun 
approach doesn’t cut it with complex military embedded appli-
cations, functional test remains at the core of what dynamic test 
can do. Carefully selected test data show that the branches 
and statements in the source code are exercised in accordance 
with specification, allowing us to not only show that the system 
is functionally correct, but also that we have exercised all of 
it. When used in tandem with static analysis, dynamic analysis 
provides the supporting evidence needed to prove that all of 
our other good works and best practices yield a safe, secure, 
and high-quality end product.

Unlike the hacking of years ago, today’s automated test tools 
precisely trace the execution route via techniques such as 
the use of instrumentation probes. These probes are essen-
tially additional function calls that generate “I’ve been here” 

 messages from strategic points in the source code and allow 
coverage data to be collated. They allow dynamic tests to 
 generate feedback on how comprehensive they are, so that we 
can successively build on each set of results until the desired 
level of coverage is reached.

In turn, this gives us flexibility in how much code is exercised 
at a time. Dynamic analysis of an entire system is possible, but 
there are always routes through the code that cannot be exer-
cised by our system during normal operation – defensive code, 
for instance; perhaps a check for a division by zero.

At times like this, it’s good to also use “unit tests.” Unit tests 
encapsulate a subset of the system and allow parameters to be 
passed such that the defense mechanism code in our example 
is exercised. We even have the option of basing application 
dynamic analysis entirely on unit tests, collating code coverage 
data as each module is developed and removing any require-
ment to wait for a complete system.

Today’s military applications require support for architectural 
standards such as ARINC 653 or FACE to improve code porta-
bility and reusability. The provision of comprehensive coverage 
data by means of dynamic analysis provides evidence that code 
remains maintainable, safe, and secure even when ported to a 
different application, particularly when used in tandem with an 
effective static analysis regime.

Our nerdy friends of yesteryear weren’t easily impressed, but 
they would surely recognize what we are doing as an exten-
sion of their own test efforts. Who knows?! We might even 
get a grunt of approval for our system failure rates or maybe 
even high fives over the mounds of Coke cans and pizza boxes 
stacked around their computers!

To become a guest blogger, email Editorial Director 
John McHale at jmchale@opensystemsmedia.com.

BLOG
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   INTERVIEW

The Future Airborne Capability Environment (FACE) Technical Standard aims to hasten delivery and cut costs 
of military avionics systems via a modular architecture, data models, standard interfaces, and conformance 
criteria that meld to enable reusable software components and a common operating environment. Our editors 
recently caught up with Jeff Howington of Rockwell Collins, a FACE Consortium founding member, to find out 
how the FACE approach will affect the U.S. Army’s Common Avionics Architecture System (CAAS) program – 
and the industry at large.

U.S. Air Force photo

Full speed ahead:  
FACE initiative fosters reuse, cuts 
costs and delivery time of military 
avionics systems 

Q&A with Jeff Howington, Vice Chairman of the FACE Steering Committee
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HOWINGTON: Rockwell Collins is one of the founding members of the FACE 
Consortium. Our company is active within the technical and business working groups, 
and we hold leadership positions in the steering committee and the data model sub-
committee. Together with more than 50 other member organizations, we are working 
to create a successful technical standard and business strategy.

The FACE environment gives customers greater freedom to incorporate capabilities 
that reside in other platforms. Reusing already-proven and fielded capabilities benefits 
integrators like Rockwell Collins because it adds value to our underlying product – a 
complete functional hardware and software system. Imagine if your personal com-
puter was the best and latest, but you couldn’t run the word processing application 
that your colleagues use. At the very least, your training and the way you operate your 
computer are different and in the extreme case you cannot exchange files with others. 
Your office IT team will soon replace that computer, as it raised your cost of doing 
business. Our military customers are tackling similar cost issues. Rockwell Collins 
will leverage the FACE Technical Standard and associated business practices as one 
means to solve that problem.

MIL EMBEDDED: Rockwell Collins already leverages their avionics systems 
used in business and commercial jets for use in military platforms. How will the 
FACE initiative affect this? 

HOWINGTON: Rockwell Collins first adopted modular open architecture concepts  
15 years ago and today it powers how we leverage our civil avionics systems onto 
 military platforms. Examples of this are the Rockwell Collins’ next-generation  avionics 
systems now aboard the Boeing 787, which we leveraged into the U.S. Air Force KC-46 
tanker program, and the Rockwell Collins Pro Line Fusion business and regional jet avi-
onics solution, which we leveraged into the Embraer KC-390 and the AgustaWestland 
AW609 aircraft. These reuse examples represent substantial cost reductions and 
schedule savings for our customers.

The good news for Rockwell Collins is that we already implement much of our avionics 
capabilities as reusable software components. These components can move readily 
within our system families. Since their design is close to the FACE Technical Standard, 
we are well prepared to meet these new requirements. 

MIL EMBEDDED: In which ways is the FACE initiative similar to the CAAS program 
started by Rockwell Collins and the Army to leverage COTS and common software 
architectures across Army helicopter platforms? How will the FACE concept affect 
CAAS, or will it?

MIL EMBEDDED: The FACE 
Consortium approved and published 
its FACE 2.0 spec in March. How 
will it work, technically speaking, 
and how will it benefit mil avionics 
systems? (Also, what about the 
FACE 1.0 spec?)

HOWINGTON: The intention of the 
Technical Standard for Future Air- 
borne Capability Environment (FACE)  
Edition 2.0 is to reduce costs and speed 
delivery of military avionics systems. 
Most future expansion of aviation capa-
bility will come from the integration 
of systems controlled by software, so 
the FACE Consortium, an Open Group 
Managed Consortium, concentrated 
its efforts toward addressing avionics 
software development and deploy-
ment. One of the biggest cost drivers 
to conquer is the common practice of 
developing different software for dif-
ferent platforms that implement the 
same capability. By codifying a modular 
architecture, standard interfaces, data 
models, and conformance criteria into 
a common operating environment and 
reusable software components, we 
will have the means to share capabili-
ties not only across platforms, but also 
across the military services and avionics  
vendors as well.

Edition 1.0 of the FACE Technical 
Standard was published on January 30, 
2012 and laid the foundation by stan-
dardizing the modular architecture 
and interfaces. Edition 2.0 adds a data 
model, which provides an interoperable 
means of data exchange among FACE 
software components, further reducing 
the need to modify those components 
when they are integrated onto different 
platforms. Edition 2.0 is published by 
The Open Group at their web book-
store. [See http://www.opengroup.org/
bookstore/catalog/c137.htm] 

MIL EMBEDDED: What is Rockwell 
Collins’ role in the FACE Consortium, 
and how are systems integrators 
like Rockwell going to leverage the 
FACE approach?
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“One of the biggest cost drivers to conquer is the common 

practice of developing different software for different platforms that 

implement the same capability. By codifying a modular architecture, 

standard interfaces, data models, and conformance criteria into 

a common operating environment and reusable software components, 

we will have the means to share capabilities not only across platforms, 

but also across the military services and avionics vendors as well.”
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HOWINGTON: More than a dozen 
years ago, Rockwell Collins began  
working closely with U.S. Army Special 
Operations Aviation Command in the 
development of the Common Avionics 
Architecture System (CAAS). To meet 
the Army’s demanding requirements, 
we adapted our Modular Open Systems 
Architecture technology fielded on the 
USAF’s KC-135 Tanker aircraft. Today, 
CAAS flies on nearly 1,000 Army, Navy, 
Marine Corps, Coast Guard, and allied 
force rotary-wing aircraft. These aircraft 
include the MH-47G, CH-47F, and other 
Chinooks for the United States, Canada, 
Singapore, and Italy; the VH-60N, 
MH-60T, and MH-60L/M Black Hawks; 
the MH-65E; and the CH-53E. With 
the first CAAS implementations dating 
back to 2000, this architecture remains a 
trusted capability for our military rotor-
craft customers. 

The CAAS program and the FACE 
 initiative have similar goals with respect 
to capability reuse. FACE intends to go 
further by establishing a standard for 
an architecture that supports portable, 
capability-specific software applica-
tions across military avionics systems, 
regardless of the avionics vendor. To 
work successfully, FACE applications 
must execute within a FACE computing 
environment on the installed computing 
hardware of the platform.  

So the most immediate change you 
will see with CAAS is the inclusion of a  
FACE computing environment to sup-
port execution of FACE-conformant 
applications. The CAAS modular open 
architecture design closely aligns with 
the FACE Technical Standard and is 
requiring minimal modification to pro-
vide a FACE environment. CAAS will also 
continue to support the Army’s existing 
software applications. This provides the 
crucial ability to preserve customers’ 
existing technology investment, while 
extending their platforms to accept the 
latest capabilities well into the future. 

MIL EMBEDDED: How will the 
FACE approach enhance the military’s 
use of DO-178B/DO-178C software and 
similar safety-certified code, even 
though military platforms typically don’t  

have to undergo FAA certification?  
What does the FACE “certification” 
process entail, and by whom are 
products approved, or is it all the 
“honor system”?

HOWINGTON: Flight safety is very 
important to the FACE Consortium. Its 
goal is to complement the existing air-
worthiness processes, not to replace 
them. FACE certification indicates 
adherence to the Technical Standard for 
portability purposes.

The reason for this is that airworthi-
ness processes prescribe significant 
efforts to prove that the functional logic 
residing within software components 
will work as intended in all conditions. 
But the FACE Technical Standard does 
not address how this logic is created. 
Instead, the modular architecture, stan-
dard interfaces, and data models are 
described and it is up to programmers 
and integrators to ensure safe designs 
are in place in the way their software 
operates within that framework. The 
benefit with portability is that if the 
finished software meets DO-178 cri-
teria, the software supplier can reuse 
both the software and its certification 
artifacts in another system, saving time 
and cost.

The FACE conformance certification 
process provides a formal evaluation 
assuring that the software compo-
nent adheres to the FACE Technical 
Standard. For example, part of the 
verification process will examine which 
Application Programming Interfaces 
(APIs) a FACE application uses. A truly 
conformant application will use only 
those APIs called out by the standard 
and no other. 

Software portability comes only if 
everyone plays by the same rules in 
the standard, so no “sneak circuits” 
are allowed, so to speak. If the applica-
tion passes the complete set of confor-
mance tests and other defined required 
criteria, then it is considered FACE 
conformant and is marketable as such 
with an official certification logo. The 
FACE Conformance Certification Guide 
describes this process.

MIL EMBEDDED: Describe the 
FACE business model and how much 
that business model will provide in 
long-term DoD savings, in light of 
present and possible DoD budget cuts.

HOWINGTON: The FACE Business 
Guide suggests a number of potential 
software-centric business model options 
for avionics acquisitions. These are not 
often used in marketing defense avionics 
because currently, most purchases of avi-
onics result in the delivery of embedded 
hardware with software bundled within. 
Adhering to the FACE Technical Standard 
allows for more software acquisitions 
independent from hardware. 

One example for applying the FACE 
business model is the potential acquisi-
tion of Required Navigation Performance 
for Area Navigation Flight Management 
System (FMS) capability (RNP RNAV). 
Rockwell Collins has been able to reuse 
its civil RNP RNAV capability aboard 
military aircraft that use our avionics 
systems. If such a capability were to 
appear as an application that conforms 
to the FACE Technical Standard, not only 
could we apply it to Rockwell Collins’ 
avionics systems, but to other aircraft 
as well if those aircraft provide a FACE 
Computing Environment. This will result 
in major cost and schedule savings by 
reducing if not eliminating software 
modifications when moving the capa-
bility from platform to platform, which in 
turn reduces integration costs and safety 
certification costs. 

MIL EMBEDDED: How does the 
FACE approach benefit embedded COTS 
suppliers? Do you foresee any possible 
challenges for COTS suppliers in imple- 
menting the standard? If so, what?

HOWINGTON: The FACE Consortium 
is privileged to have several embedded 
Commercial Off-the-Shelf (COTS) sup-
pliers as consortium members, including 
all of the largest real-time operating 
system vendors for avionics. These com-
panies provide insights into the issues 
faced by COTS providers, including 
the important role that intellectual 
property protection plays in incentiv-
izing their participation in the defense 
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information. If purchased, the software is obtained from the appropriate product 
repository. FACE Product Repositories are owned and managed by contractor entities, 
government agencies, or other organizations that supply the software.

MIL EMBEDDED: Which technology(ies) is/are needed to take the FACE concept to 
the next level, but not available now?

HOWINGTON: The Consortium continually explores ways to improve avionics software, 
but we see beneficial results using current technologies. The next level is to promote 
FACE adoption and use. 

MIL EMBEDDED: What will FACE activities look like a year from now. What about 
3 years from now? Ten or 20 years from now? 

marketplace. Many of the FACE docu-
ments and processes now incorporate 
these insights. 

A number of COTS suppliers have 
announced products that are aligned 
with the FACE Technical Standard. 
Many have cited the value that it brings 
to their products and the expansion of 
their addressable market as a result. 
Many COTS suppliers tend to use open 
standards and by all accounts the transi-
tion for avionics-oriented suppliers has 
gone well. Because the FACE Technical 
Standard does not address how func-
tional logic for avionics is created, or 
eliminate the flight-safety knowledge 
required, it does not readily open the 
market for just anyone. The avionics 
learning curve still remains, which 
applies not just for COTS providers, but 
everyone else as well.

MIL EMBEDDED: Will there 
be a “store” where designers can 
download conformed code or  
products?

HOWINGTON: Suppliers can make their  
conformant software products publically  
known through the FACE Library. The 
library consists of two major functions, 
the FACE Registry that lists the products 
and their searchable metadata, and the 
FACE Product Repositories, which con-
tain the actual products. The product 
registry is the single-reference listing for 
certified FACE-conformant products, and 
products are listed there only after they 
receive their FACE certification. Multi- 
ple, independent repositories enable 
suppliers to configuration manage their 
products and ensure intellectual prop-
erty protection.

Obtaining software from the FACE 
Library is a two-step process. Pro spective 
customers first search the product 
registry for products that meet their 
requirements. The registry will contain 
information approved for public release 
about the products, such as names, 
capabilities provided, requirements for 
the hosting hardware, and the suppliers’ 
contact information. Once a selection 
is made, the customer establishes con-
tact with the supplier for purchasing 

For more information, call 800-778-7928
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HOWINGTON: When the FACE 
Consortium first formed in 2010, a 
conscious decision was made to focus 
on promoting military avionics soft-
ware portability and reuse. That area 
alone is hard enough to get right and 
required strict focus to prevent dis-
tractions from moving us away from 
our end goal. In the short term, you 
will see us continue to focus on solidi-
fying the FACE Technical Standard and 
the  support for it in terms of standing 
up the FACE Library, a conformance   
certification program, development 
tools, test tools, and so forth. Over time 
however, we’ve seen interest from other 
adjacent markets that see value in our 
work. If interest is strong enough from 
the civil avionics market, we may look 
into how we can help there. Longer 
term, it’s hard to say if we will take  
the FACE Consortium into different 
areas, or provide another team with our  
lessons learned and enable them to 
head off on their own. 
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About The Open Group FACE™ Consortium

Further information on the FACE Consortium can be found at  

www.opengroup.org/face. Contact ogface-admin@opengroup.org 

for specific inquiries. The FACE LinkedIn Group is located at  

www.linkedin.com/groups?gid=4127663&trk=myg_ugrp_ovr

The one constant that I believe will endure is the joint government industry consortium 
structure that has proven its worth throughout. We have averaged 130 people at our 
last two meetings from more than 50 consortium member organizations. More than 
600 individuals are directly or indirectly involved in any number of activities, such as 
weekly teleconferences and the like. 

We could not fault anyone for thinking that a crowd of that size would produce 
nothing of merit. Yet this team has succeeded in creating a workable software-
centric avionics ecosystem as evidenced by industry product announcements and 
government program awards. We are on track to continue refining and improving 
the FACE concept.      MES

Jeff Howington is a member of the Rockwell Collins business development 
team within the company’s Government Systems Airborne Solutions segment. 
He currently serves as Vice Chairman of the FACE Steering Committee.  

20   April/May 2013      MILITARY EMBEDDED SYSTEMS

http://www.opengroup.org/face
mailto:ogface-admin@opengroup.org
http://www.linkedin.com/groups?gid=4127663&trk=myg_ugrp_ovr




Commonality and reduced Size, Weight, and Power (SWaP) requirements are driving vetronics  
designs in platforms such as the Joint Light Tactical Vehicle (JLTV). Photo courtesy of Lockheed Martin

Commonality and 
reduced SWaP 
drive vetronics 
designs
By John McHale, Editorial Director

Budget cuts and changing strategic 
priorities have slowed the military 
vetronics market to one that is flat 
for the foreseeable future. However, 
innovation in electronics design has 
not slowed, as military embedded 
system suppliers develop creative ways 
to introduce more commonality in 
components to navigate the budget-
constrained environment and continue 
to meet reduced Size, Weight, and 
Power (SWaP) requirements.

“To go up against [German Gen. Erwin] 
Rommell we need the best tank man 
we’ve got,” said Karl Malden in the 
role of Gen. Omar Bradley in the movie 
“Patton.” He was referring to the title 
character – Gen. George S. Patton – 
and foreshadowing his genius in tank 
 warfare, which eventually led to allied 
victory in WW II. Good tank commanders 
are still needed today but not with nearly 
the strategic importance of 70 years 
ago. As the U.S. pulls back from two 
ground wars and occupations in Iraq and 
Afghanistan, its global military footprint 
will comprise more unmanned systems, 
cyber warfare, and electronic intelli-
gence gathering than ground troops 
and vehicles. Less troops on the ground 
means fewer tanks going into battle with 
new tank and vehicle platforms likely to 
be put on hold for decades.

Special Forces programs, unmanned 
vehicle platforms, and C4ISR tech-
nology will dominate the near-term DoD 
funding priorities. Some of these pro-
grams – especially Special Forces – will 
require state-of-the-art vetronics tech-
nology, mostly through retrofits. Large 
Army tank deployments, funding of new 
tactical vehicle programs, and even new 
versions of HMMWVs [High Mobility 
Multipurpose Wheeled Vehicles] are 
likely to be put on hold or canceled 
all together.

“The vetronics market is effectively flat to 
declining, says Wayne Plucker, Industry 
Manager at Frost & Sullivan. “The Army 
is planning to reduce tank rebuild to 
minimum sustainment levels. The last of 
the new build, Strykers was produced 
last year. The Army is effectively done 

building new ground vehicle platforms. 
The Ground Combat Vehicle and Joint 
Light Tactical Vehicle (JLTV) programs 
are likely to be delayed or stretched 
out. There will be necessary spending on 
refits for returning vehicles, but that will 
not have the market pickup that it once 
was estimated to have.” Last fall Plucker 
says the value of the vetronics market 
was at about $900.3 million. There was 
a small increase in vetronics funding, 
but it was less than initially estimated, as 
reduced spending was mandated within 
DoD, he says. “The move to standards 
will still be needed, but likely delayed 
or stretched out. Also the airpower and 
UAV asset use will probably have some 
effect on ground vehicles, but I think that 
will be mostly based on doing more with 
less and delaying deployments where 
possible. The principal growth will be in 
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the RDT&E budget, not in procurement. 
One funding area that will essentially 
remain fluid is Special Forces opera-
tions. The Special Operations Command 
(SOCOM) will still have the ability to buy 
what they want when they want. Their 
program spending is dynamic, while 
TACOM spending is more predictable.”

“Sequestration has hit the large iron 
manufacturers the hardest as there 
are less vehicles being built,” says 
Doug Patterson, Vice President of 
Military Business Development at Aitech 
in Chatsworth, CA. “Sequestration has 
hit us indirectly by adding uncertainty 
as to the direction of defense funding. 
Many integrators are holding on to their 
money until they get more direction. 
The vetronics market is slow as there are 
no new programs on the horizon, and 

upgrades and refreshes will be more 
incremental in nature.”

“Budget constraints drive commonality,” 
which is advantageous on the front 
end but also on the back end of elec-
tronics systems as well, says Bill Guyan, 
Vice President at DRS Network and 
Imaging Systems in Melbourne, FL. 
“It is a big cost saver when it comes 
to s upportability.” Nearly every single 
component, equipment, and system 
comes with its own manual and requires 
uniquely trained personnel to field and 
install each device, which gets very 
expensive, he continues. “If the same 
component or computer can be used 
across multiple platforms, it will create 
huge savings on the back end. That is 
just at the hardware level.” Software 
supportability costs can scale even 
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higher when maintaining software base-
lines and enabling security for trusted 
computing, Guyan adds.

“Commonality reduces the training 
burden and greatly increases opera-
tional flexibility,” says Andrew Shepherd, 
Product Manager at General Dynamics 
Canada in Ottawa, Ontario. “With com- 
mon displays, a crew can move from one 
platform to another, interfacing with the 
vehicle’s systems and C4ISR applications 
through this common display. In addi-
tion, leveraging the combined invest-
ments made by multiple customers 
helps to reduce through-life costs of 
the system and mitigates obsolescence 
risks by drawing on a larger supply base. 
[Another] trend is the recognition of 
the need for operational redundancy. 
Combat vehicles with a central com-
puter, hosting various vehicle informa-
tion and C4ISR systems while driving a 
number of displays, have a single point 
of failure. If the one central computer 
fails, the operational effectiveness of 
the platform is severely compromised. 
Networked smart displays enable any 
application to be run from any position 
and allow crews to share 360-degree  
situational awareness. These smart dis-
plays allow the driver to see what the 
gunner sees through his sights or all crew 
members to see a live UAV video feed.”

“Themis is still investing its own money in 
development of goods and services for 
the vetronics market,” says Bill Ripley, 
Director, Business Development, Tacti - 
cal Systems at Themis Computers in 
Fremont, CA. “We feel that there is a 
lower likelihood of funding being elimi-
nated for vetronics programs, both for 
new and recapitalized vehicles. The 
requirement won’t go away, but the 
funding might slip to the right a bit. 
There is a real need in the Army and 
Marine Corps for vetronics systems, and 
because these systems lagged the avia-
tion community, there are fewer “Plan B” 
options available. The world of military 
ground vehicles is changing at a very fast 
pace. The customer is demanding more 
and more integration, while trying to 
drive down the acquisition costs of the 
vehicles. An Army acquisition officer 
told me that compared to their aviation 

counterparts, the vetronics community 
wants F-16 functionality at Cessna 150 
prices. The vetronics market and inte-
grated battlefields are requiring systems 
that don’t cost very much and [can] be 
architected in such a way as to be able 
to deal with an evolving threat.”

VICTORY
Commonality across multiple platforms 
also is a cornerstone of the U.S. Army’s 
Vehicular Integration for C4ISR/EW 
Interoperability (VICTORY) initiative. 
VICTORY provides interoperability at the 
subsystem level, enabling subsystems 
from different manufacturers to work 
together in one system and across mul-
tiple platforms via standard connectors 
and well-defined electrical interfaces. 

“Commensurate with VICTORY, budget 
issues have forced prime contractors 
to try to find creative ways to still meet 
their requirements in this funding-
constrained environment,” says John 
Ormsby, Business Development Director 
for Ground Defense at Curtiss-Wright 
Controls Defense Solutions in Charlotte, 
NC. “As a result, programs like Stryker 
came out with a vehicle network require-
ment – which is what VICTORY was 
designed to help meet. We believe the 
market is driving toward this trend.”

“The VICTORY architecture is being 
developed to facilitate the integration  
of C4ISR systems into ground vehi-
cles,” Shepherd says. “Historically, 
ground vehicles have adopted a bolt-
on approach for C4ISR capability, which 
results in problems with size, weight, 
and power. VICTORY provides a frame-
work architecture, standard specifica-
tions, and design guidelines to enable 
the integration of C4ISR systems directly 
into the platform. General Dynamics sup-
ports the development of the VICTORY 
standards and participated in both the 
Information Assurance and Networking 
working groups. In addition, our prod-
ucts are compliant with VICTORY stan-
dards. One example is our Smart Display 
product, which consolidates the inter-
face to different systems, both classified 
and unclassified, onto a common display 
solution (Figure 1).”

“The activity in the VICTORY commu-
nity has picked up, and remains at a 
high level,” Ripley says. “The standard 
development has progressed quickly 
and in a focused manner, with few hic-
cups and false starts. There has been 
unprecedented cooperation between 
the government and industry, with 
players like Themis being able to bring 
good ideas to the table and have them 

Figure 1  |  A Canadian soldier receiving information on General Dynamics Canada Smart 
Display during Family of Land Combat Vehicles (FLCV) capability demonstrations.›
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considered and even adopted. From 
our vantage point, more and more pro-
grams are requiring VICTORY compli-
ance. The only unknown is what version 
of VICTORY will be the baseline for a 
particular program.”

“VICTORY callouts and specifications 
are starting to show up in request for 
proposals,” says David Jedynak, Chief 
Technical Officer for COTS Solutions 
at Curtiss-Wright Controls Defense 
Solutions. “We are starting to see 
VICTORY penetration into the tactical 
fleet such as the JLTV and the mod-
ernization of the Bradley and Abrams 
platforms. The biggest advantage of 
VICTORY is the integration capability: 
Vetronics and C4I systems were tradi-
tionally built separately, but now they 
can be integrated through VICTORY. 
The government wants to reduce the 
overall dollar per mile with each vehicle. 
This is the overall larger metric that takes 
account of a number of factors such as 
sustainability, fuel costs, and a number 
of other things. VICTORY enables this by 
leveraging commonality in the vetronics 
system that reduces the footprint and 
has a higher MTBF. Our main way of 
meeting minimal VICTORY require-
ments is through the Digital Beachhead 
(Figure 2), which meets the minimal 
requirements for VICTORY and has all 
the basic pieces – such as databus, switch 
management service interfaces, CAN 
buses for automotive interfaces, and a 
number of other pieces that help vehicle 
integrators easily drop in VICTORY func-
tionality without going through a major 
overhaul of the vehicle electronics.” The 
system also comes with an integrated 
Vehicle Management computer that has 
HUMS/CBM+ system health services.

Reducing SWaP
Whether a program calls out VICTORY 
requirements or not, nearly every pro-
gram manager demands reductions 
in SWaP with their vetronics systems. 
Replacing a six-box vetronics system with 
a single-box solution containing modern 
processors not only enables SWaP, but 
also enhances C4ISR capability and the 
smaller footprint provides integrators 
with more room to store equipment or 
to just make the vehicle lighter.

Figure 2  |  The Digital 
Beachhead from Curtiss-Wright 
Controls Defense Solutions 
meets the minimal requirements 
for VICTORY and has all the 
basic pieces – such as databus, 
switch management service 
interfaces, and CAN buses for 
automotive interfaces to enable 
easy drop in VICTORY  
functionality.

›
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“Reduced SWaP also is enabled by 
grouping a number of components into 
one box – hosting functions that are 
independently running on one piece 
of hardware over network protocols,” 
Jedynak says. “The system is taking on 
more of a network mindset where the 
physical block diagram and the func-
tional block diagram cease to be depen-
dent on one another. You can place 
10 cards in 1 box and 10 in another; 
when building a distributed network 
concept, it doesn’t matter how you’ve 
built it, rather that it is interoperable.” 

“Rugged smart displays meet this need 
by integrating more capability into a 
smaller package and replacing the need 
for separate computer modules, video 
distribution boxes, and video display 
screens while significantly reducing the 
cabling necessary to integrate the dispa-
rate components,” Shepard says. 

Engineers at DRS Tactical Systems 
are solving SWaP issues in Special 
Operations vehicles with their C4InSight 
solution, which includes a Data Distri bu- 
tion Unit (DDU) and Mission Command  
Software Suite (MCSS) that are interop-
erable with existing platform displays 
and computers. The DDU is half the size 
of the DRS JV-5 Block 2 Rugged Vehicle 
System that is used in Army vehicles, 
Guyan says. It can be deployed on a 
platform as a tactical router, as a battle 
management system computer, or as a 
hub to distribute video and voice data, 
he adds.  

It was produced to meet the C4ISR man-
agement requirements of U.S. Special 
Operations Command (USSOCOM) 
Family of Special Operations Vehicles 
(FOSOV) and is consistent with VICTORY 
and USSOCOM’s Mobile Distributed 
C4ISR Architecture (MDCA) objectives, 
according to DRS. The solution enables 
integrators to remove four or five dif-
ferent boxes off a space-constrained 
platform such as Army tracked combat 
vehicles and replace them with one box, 
improving the total power budget, as 
well as total size and weight availability 
as you are removing other equipment off 
the vehicle as well when you remove the 
boxes, Guyan says. 

Distributed architectures
“Vetronics integrators still want smaller 
SWaP, but still want levels of perfor-
mance they are used to, so we are 
pushing the envelope,” Patterson 
says. “The move toward a distrib-
uted architecture has not hit its stride 
yet as the integrators are still happy 
with [a] large central-computer-based 
architecture.”

Several factors have driven the vetronics 
community to a distributed computing 
architecture such as “smaller bite-sized 
integration efforts, more common hard-
ware, and inherent system redundancy,” 
Ripley says. “Products that lend them-
selves to extensibility and a distributed 
architecture ultimately reduce schedule 
and development risk, as well as the 
cost to the customer. For example, our 
NanoSWITCH product can be as simple 
as a ‘dumb’ layer 2 switch, or extended 
to be a layer 3 switch/router. Its func-
tionality is extensible in that a Single 
Board Computer (SBC) and optional 
CAN Bus and MIL-STD-1553 interfaces 
can be added to allow for Ethernet to 
vehicle or tactical data bus gateway 
functionality. The SBC can be used as a 
system controller, bus gateway, firewall, 
or security processor. A SAASM GPS 
also can be integrated in the switch to 
give Precision Time Protocol (PTP) con-
trol, synchronization, and orientation.” 

The VITA 74 SBC can turn a dumb 
vetronics display into a smart display 
by using a removable and replaceable 
conduction-cooled processor, which 
enables a display’s expensive electronics 
to be gutted in minutes and reused with 
a touch screen or upgraded/repurposed 
by changing modules, he adds.

VITA standards and vetronics
Standards from VITA such as 3U VPX 
and the VITA 74 small form factor 
specification are also enabling the 
SWaP advantages in military vetronics 
 retrofits. There are opportunities for 3U  
VPX-based systems in those upgrades as 
they solve some of the SWaP challenges. 
For vetronics applications, Aitech offers 
their Corei7 Haswell C873 product, 
which is available in 3U CompactPCI and 
VPX formats (Figure 3).

“In the heavy vehicle area, there is an 
increase in 3U VPX adoption with 6U 
VPX typically being used only for ISR or 
EW gear,” Jedynak says. “Mission man-
agement, battle command, and other 
various systems in the vehicle are all 
being run on 3U VPX systems. Tactical 
vehicles, on the other hand, are not 
embracing modular architectures as 
they have tighter SWaP-C requirements 
so it doesn’t make sense. People are 
looking for a smaller form factor in these 
applications, but not necessarily open 
standard SFF boxes. We have designed 
a small form factor Intel solution that is 
compliant with the UK Generic Vehicle 
Architecture and can meet tactical 
vehicle needs.”

“The VITA 74 systems have found favor 
in the vetronics marketplace because 
they offer a standards-based solutions at 
prices often 50 percent less than  similar 
6U VME/VPX or custom form factor 
solutions, without compromising envi-
ronmental specification compliance,” 
Ripley says. “Staying with the standards 
ensures that the customer could have 
multiple sources to choose from, which 
itself promotes innovation and drives 
down acquisition costs. VITA 74 makes 
it much easier to offer highly rugged, 
high-performance computing, storage, 
and switching subsystems for vetronics 
applications. The volumes associated 
with vetronics programs offered a much 
better incentive to the system manufac-
turers to build systems with increased 
capabilities at reduced costs, and the 
aviation community, as well as the 
 commercial marketplace, will reap the 
benefits.”     MES

Figure 3  |  Aitech’s Corei7 Haswell 
C873 product is available in 3U 
CompactPCI and VPX formats.

›
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Accelerating Safety and Security Certification with 
FACE™ COTS Solutions

Presented by: Esterel, GE Intelligent Platforms, RTI, Wind River         

Complying with safety and security certification standards 
and requirements in any market is an expensive, tedious, and 
time-consuming task, but it saves lives in the friendly skies 
and can be a force multiplier on the battlefield. Meeting those 
requirements is often more efficient through open architecture 
designs and the use of common standards much the way the 
Future Airborne Capability Environment (FACE) Consortium is 
doing in the military avionics realm. New certification benchmarks 
such as DO-178C are also enhancing the safety compliance 
process. This E-cast of industry experts will discuss how designers 
can  manage today’s aerospace and defense software safety and 
certification requirement demands through improved modeling 
tools, common computing platforms, code analysis tools, 
and more.

Radar and Electronic Warfare Drive Signal 
Processing Innovation 

Presented by: Altera, Pentek, Inc., Mercury, Rohde & Schwarz              

Radar and Electronic Warfare (EW) system designers are 
continually tasked with doubling and tripling performance in 
every new design or system upgrade, which places a tremendous 
demand on signal processing solutions for these applications. 
Military program managers want to track multiple targets  
simultaneously and track every signal coming in for all flavors of 
EW systems and radar from huge long-range surveillance radars 
to small Synthetic Aperture Radar (SAR) designs in UAV payloads. 
For these requirements they are turning toward commercially 
developed signal processing solutions and an open architecture 
approach for long-term refresh that leverages low-power 
components. This webcast of industry experts will discuss how 
EW and radar systems are leveraging commercially developed 
signal processing technology and more.

   

REGISTER NOW
for these and other free, on-demand webinars 
by accessing ecast.opensystemsmedia.com, 
then clicking on “See Archived E-casts and 
Events in-progress.”
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Mil Tech Trends 

CYBER SECURITY

Cloud security 
and the DoD
By John McHale, Editorial Director

Cloud computing has demonstrated 
huge cost savings and operational 
efficiency benefits for the private 
sector and now Department of 
Defense (DoD) IT managers are 
exploring the concept for enterprise 
and tactical applications. However, 
DoD planners are moving much 
more cautiously to assure they have 
plugged all the potential cyber 
security vulnerabilities inherent in 
something as nebulous as a virtual 
cloud.

Department of Defense (DoD) officials trying to keep the lights 
on in today’s budget constrained environment love how cloud 
computing can reduce data center operational costs, bricks 
and mortar expenses, and staff overhead. Virtually storing data 
instead of physically in a hard drive is very appealing – espe-
cially to younger military personnel who have grown up with 
virtual technology such as the iPhone and the iCloud. However, 
military cloud services – just like military smartphones and 
 tablets – will need to be much more secure. 

The National Institute of Standards and Technology (NIST) 
defines cloud computing as “a model for enabling ubiquitous, 
convenient, on-demand network access to a shared pool of 
configurable computing resources (e.g., networks, servers, 
storage, applications, and services) that can be rapidly provi-
sioned and released with minimal management effort or service 
provider interaction.” 

“Back in the 2005 timeframe, Northrop Grumman had hun-
dreds of data centers and consolidated them down to five 
data centers in 2011,” says Joe Cloyd, Director of Technology, 
Defense Cyber Security and Enterprise Services at Northrop 
Grumman (www.northropgrumman.com). “In our next round 

of consolidation we will go down to three enterprise data cen-
ters. The DoD will eventually do this as well, consolidating each 
respective network, and far down the road possibly rethinking 
a totally segregated approach to having multiple networks 
with duplication.”

“Many people initially think a cloud is inherently insecure as it 
is a single point of failure – the cloud goes and all your data 
goes with it,” says Todd Moore, Vice President of Product 
Management at SafeNet (www.safenet.com). “However, respon-
sible cloud providers build in redundancy so when they write 
data to a cloud, they also write it to a disk at the same time. The 
virtual environment is encrypted and is also stored on a disk.”

“Securing the cloud is simple, as it is about providing assur-
ance,” says Will Keegan, Technical Director, Software Security 
at LynuxWorks (www.lynuxworks.com). “Users need to feel 
comfortable that when they log on remotely, every transaction 
they make will be secure. The complexities of public ISP cloud 
systems are too high to assure that data loss or leakages cannot 
occur. In a public cloud you have to assume all users are adver-
saries, and we rely on the ISP to protect other customers from 
stealing my data.” 

Mil Tech Trends 

28   April/May 2013      MILITARY EMBEDDED SYSTEMS



Transforming “government data centers and applications 
into cloud computing environments, such as what Northrop 
Grumman is being asked to do on the Army Private Cloud con-
tract, is often done on-site with security built in from the ground 
up,” Cloyd says. “This includes the full spectrum of options 
from enterprise data centers to mobile cloud solutions focused 
on the tactical edge. We call it ‘cloud transformation,’ which 
is aiding a customer though various stages of maturity from 
unstructured chaos to a highly structured approach.”

Mapping to NIST 
When it comes to securing the cloud from the ground up, many 
integrators rely on cloud computing characteristics and guide-
lines set forth by NIST. “When we think of the cloud we map 
everything back to the policies and procedures that the business 
and government communities pulled together under NIST,” 
Moore says. There are four different types of cloud models: 
private, public, community, and hybrid as defined by NIST – 
with public and private being the most likely to be adopted by 
government users. A private cloud – owned and operated by a 
single organization or with a third party –  is made up of multiple 
units and can be located on-site or off, according to NIST. A 
public cloud is open for use by the general public, is located on 
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the premises of the cloud provider, and may be owned, man-
aged, and operated by a business, academic, or government 
organization or a combination of them, according to the agency.

“If you want to have a cloud service, there are five essential 
characteristics you need to check off: on-demand self-service, 
broad network access, resource pooling, rapid elasticity, and 
measured service,” Cloyd says. “Each of these is fairly straight-
forward for commercial cloud networks, but when applied 
to the DoD, each has unique challenges. [For example], self- 
service is about the provisioning of authorized users or services. 
One unique risk associated with self-service authorized end 
users is the role of insider threats. The DoD-broad community 
has millions of users; the Army alone has 1.2 million core users. 
These are huge numbers and within such a large population 
insider risk is a real threat. A provider needs to provision its  
services with proper governance to prevent insider threats. 
Broad network access is one of the most interesting charac-
teristics from a DoD perspective, as so much of the DoD is 
focused on rigid, tightly controlled networks such as service-
specific portions of NIPRNet and SIPRNet rather than on open 
network access like the Internet at the other extreme. The key 
is for services to be available across the entire DoD, and this 
is largely possible today. The problem is as soon as access is 
broadened, it increases the attack surface, making the idea of 
a perimeter and a boundary much more nebulous.”

The Army Knowledge Online (AKO) program “is a great 
example of a system that exhibits almost every one of the 
NIST cloud characteristics in that the NIPRNet version sup-
ports broad network access from anywhere in the world via the 
Internet, user accounts and resources are self-provisioned and 
support elasticity and spikes in usage, the infrastructure allows 
reallocating virtualized resources within or across its multiple 
data centers, and the system has been designed to support 
multitenancy and very detailed usage data for potential charge-
back,” Cloyd says. “With checks next to each of those essential 
characteristics, AKO could be poised as a great example of 
Software as a Service (SaaS).” SaaS is the capability provided 
to the consumer to use the provider’s applications running 
on a cloud infrastructure, according to NIST. Other types of  
service include Platform as a Service (PaaS), and Infrastructure 
as a Service (IaaS). 

“The DoD will likely set up a cloud for each classification level, 
as multilevel classification within a single cloud environment is 
just too much to tackle right now,” Cloyd says. “Down the road, 
I hope they will move to having multiple classification levels in a 
cloud, as in the long-term if we do everything right with cloud 
computing, trusted multitenancy at different classified levels 
should be within reach.”

Data is key to the kingdom
Secure cloud computing is more than just the network; it is 
also important to focus on the identity and authentication 
management to make sure each piece of data in a cloud is 
being accessed by the proper individual. This is roughly akin 

Engineers at LynuxWorks are enabling cloud security in 
hardware by providing assurance via a software separa-
tion kernel. “Too often people cut corners when leveraging 
their OS and they don’t know what’s in it,” says Will Keegan, 
Technical Director, Software Security at LynuxWorks  
(www.lynuxworks.com). “If assurance also can be applied 
dynamically at the hardware level, a whole new avenue for 
getting to a trustworthy solution is created.

“While the cloud is different from a hardware device in that 
it consists of more than one device, it is the same in that 
it is an integrated computing system, and the same rules 
of assurance apply,” he continues. “However, they are not 
identical computing systems and they would require dif-
ferent assurance techniques. Users need to know the OS 
running on it is secure, know where it came from, know 
where the virtualization came from, whether it is authentic, 
etc. The first phase would be about securing the hardware 
platform and supervisory kernel that hosts the cloud ser-
vices. The second phase would be securing the interfaces 
between cloud software service stacks.

“A layered approach is not needed, but it is a good 
approach that allows integrators to reuse existing com-
ponents,” Keegan continues. “A separation kernel can be 
used to ensure layers are protected from each other and 
have controlled nonbypassable interfaces. The separation 
kernel also isolates functions and controls the information 
flow between functions. It ensures a user cannot modify 
the functions or bypass the information flow enforcement. 
Separation kernels give integrators the opportunity to 
build systems that cannot be subverted, but integrators 
can certainly build flawed complex implementations with 
a separation kernel. Our separation kernel is secure by fully 
implementing a least privilege design both internally in the 
kernel design and externally in the user API. The internal 
structures of the kernel do the least amount of work with the 
least amount of privilege to reduce complexity and attack 
surface. The user API has no privilege to subvert the kernel 
or other apps and has full control to partition code and  
control information flow between partitions and devices. 

“We already built the hypervisor in our separation kernel. 
Our next-gen technology lives outside the hypervisor and 
separation kernel,” Keegan says. “We can call them MILS 
Cloud Components, which are critical security compo-
nents that have the least privilege necessary to protect 
application-level services. They do not belong in the kernel 
because they would have too much privilege and add com-
plexity that would expand the attack surface, and they do 
not belong in third party services because we do not trust 
third parties for controlling critical functions that other ser-
vice providers and customers depend on. So we rely on a 
separation kernel vendor who knows the most about the 
integrated services and securing the physical platform to 
build trustworthy applications.”

Securing the physical platform
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to needing an ID card and a retina scan to enter a building and 
also needing additional authentication factors to access a file 
in a drawer.

“So much client focus in the DoD is about the network,” Cloyd 
says. “However, you cannot just focus on a network-based, 
umbrella approach to protect systems. Data is the key to the 
kingdom so you have to protect the application, as well as the 
traditional network boundaries. Identity and access manage-
ment at the application are finally getting the attention that 
they deserve, but they are not new concepts. With a growing 
importance on stronger authentication, cloud providers need 
to increase the number of authentication factors they consider. 
The typical two-factor authentication approach – typically a 
Common Access Card (CAC) in DoD – is not enough; they 
need to add additional factors based on the risk associated 
with certain data. We are focusing on ‘fine-grained entitle-
ments’ in applications and how to secure everything with a 
lot of fidelity at the application level and data level. This also 
includes new approaches and technologies to securing data 
at rest.”

“There is a general government-focused trend to move to 
multifactor authentication,” SafeNet’s Moore says. “The 
 government wants to move away from password-based pro-
tection to Public Key Infrastructure (PKI) protection. Things 
such as SIPRNet smart cards provide two-factor authentica-
tion and meet PKI standards. There is a large U.S. government 
Key Management Infrastructure (KMI) program that is focused 
on creating and delivering keys to government users ensuring 
that key rotation – the key life-cycle management – is up to 
date and efficient. The life of a key depends on the mission 

requirements. It can last from 24 hours to 6 months to a year 
if necessary. 

“Key management plays into cloud security,” Moore continues. 
“Data encryption is a typical protection in laptop or mobile 
devices – encryption of the drive and on-device storage. 
Encryption also will be needed for data that is stored off-premise 
in a cloud. These virtual worlds are multitenancy environments 
with many users and servers involved, creating a need for more 
granular encryption than is provided at the device level. We 
will need to encrypt data at the object level – pictures, maps, 
files, and so on. Encrypting at the object level and tagging each 
object with situational awareness data require strong enterprise 
key management so data can be securely accessed anywhere 
from any device. The data just needs to be locked down at the 
most granular level with the lock being an encryption key man-
agement scheme that protects data at the object level.

“One of the biggest threats is the administrative threat, caused 
by vulnerabilities related to having a super user or super pass-
word that can access every file,” he says. “Industry and govern-
ment are moving away from super users due to leaks that have 
occurred. If that super user or super password is compromised, 
every piece of data in a system is vulnerable. At SafeNet we 
assume someone is bound to get in, so we work at encrypting 
each object so even when they get in they can’t wreak havoc 
with the data. The more granular you drive the encryption, the 
less exposure your data will have to malicious attacks.”

DDoS attacks
A cyber threat that targets clouds that is becoming more 
common and getting more attention in the media is the 

Figure 1  |  SafeNet engineers are working on key management schemes to enable multifactor authentication to help protect data in the cloud.›
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Distributed Denial of Service (DDoS) attack, which messes 
with the shared infrastructure of a cloud, causing all the sub-
scribers to be at risk. “Cloud organizations that host the 
services of other organizations and operate their data cen-
ters are providing public cloud services instead of private,” 
says Ronen Kenig, Director of Security Solutions at Radware  
(www.radware.com). “Public clouds are more likely to be 
attacked by threats such as DDoS. A public cloud, for example, 
would be a news site that might be hosting multiple user services 
on their cloud or business-oriented applications. Each client is 
then part of the cloud’s shared infrastructure. Anything between 
the Internet and the servers is a shared infrastructure. If some-
thing happens to the shared infrastructure, all customers hosted 
in the cloud will be affected. If a firewall goes down, nobody 
can access the cloud. About 63 percent of DDoS attacks strike 
the shared infrastructure as it’s the first thing the attack will hit.

“Prior to recent attacks on financial institutions in the U.S., 
there was not much awareness or knowledge of DDoS attacks 
and other cyber threats,” Kenig says. “However, once the first 
bank became a victim, immediately all the other institutions 
started to learn more about the attacks, search for solutions, 
then deploy those solutions quickly. When I look at military 

cloud security solutions, there are many vendors and partners 
providing tools and solutions, but not many providing avail-
ability security. DDoS attacks are hurting the availability of 
online services and many antivirus vendors and firewall vendors 
do not focus on the availability aspect.”

Cloud providers find protecting the shared infrastructure can 
be challenging because it is an expensive up-front cost, he 
 continues. “However, if a DDoS attack disrupts the shared 
 infrastructure, every client in the cloud will be adversely 
affected. If a cloud provider can’t protect the shared infrastruc-
ture, other customers will be reluctant to do business with them 
and they could become a joke in the industry. For large-volume 
attacks, Radware offers a new security service called Defense 
Pipe that basically is designed to protect the Internet pipe of 
a provider, no matter what security solution they use to pro-
tect their other data. With Defense Pipe, we divert traffic into 
a scrubbing center, where it can absorb very large volume to 
mitigate its effect and protect the cloud service. We activate 
the service when the Internet pipe is about to get saturated 
to better protect the cloud data center. All the effects of an 
attack can be blocked in the data center except those that are 
saturating the Internet pipe.”      MES

Long before the cloud is set up, malicious code or counter-
feit parts can find their way into a system undetected, later 
wreaking havoc on networks. Two companies are looking to 
mitigate these supply chain risks at the hardware and software 
level: Sypris Electronics, LLC and GrammaTech respectively. 

Engineers at Sypris Electronics are working to enable robust 
cloud security by providing security assurance in hard-
ware at the silicon level. Sypris Electronics believes this is 
a paradigm shift in approaching security as “no one out 
there is really addressing security from the ground up,” says 
Joel Stein, Senior Director, Information Security Systems and 
Cyber Defense & Network Assurance at Sypris Electronics  
(www.sypris.com). “If you can trust the hardware, then it makes 
it easier to trust the software running on top. We are looking at 
cloud-supported hardware authentication to enable machine-
to-machine trust so when a user logs into a cloud, the machine 
itself can authenticate that user in addition to the network and 
software authentication processes he may go through,” Stein 
says. “The Resilient Device Authentication System (RDAS) 
 supports application services that control how a user may 
authenticate to hardware and how the hardware authenticates 
to the back end service. It does not require specialized hard-
ware; you can buy an FPGA or work with us to design it in with 
your own board, or Apple, or Dell, etc. The whole purpose is 
to create an environment that can build a security as a service 
capability into cloud security. At the application layer, we are in 
the emerging technology demonstration phase of this solution.

Sypris engineers “create physically uncloneable functions in 
the silicon itself,” Stein continues. “The electrical properties 

are different from chip to chip, and we make use of that differ-
ence to create a function on the FPGA or ASIC itself that will 
use the variance between the hardware component electrical 
properties to uniquely identify each chip. We consider it a bio-
metric for the chip itself. The resultant solution can be used as 
a trust anchor for the device it is embedded in, making it ideal 
for supply chain risk management applications as it prevents 
counterfeit components from being used in the hardware. If 
a counterfeit or malicious hardware component were to be 
used, the component would not be registered and would be 
recognized as not having the proper chip biometric, which 
means trust anchor would not be present and we would know 
something changed on the device or the component it was to 
be placed on.”

Engineers in GrammaTech’s research department in Ithaca, NY  
are working on finding security vulnerabilities in firmware 
for devices that might attach to computers such as printers, 
network interfaces, routers, fax machines, and so on. All 
these devices are running firmware that could contain mali-
cious code that is mostly undetectable at this time, says 
Paul Anderson, VP of Engineering at GrammaTech. It could 
enable enemies to break into voice over IP telephone net-
works as the microphone is software-based, he continues. 
They can listen and record every conversation undetected. 
There is no easy way to get the code to test it effectively for 
security vulnerabilities, so DARPA has tasked GrammaTech to 
research ways to remove the code and to analyze it through 
static analysis and non-static analysis via their CodeSonar 
tool, Anderson says. Multiple companies are participating in 
the program, but no one is under contract yet, he adds.

Securing the supply chain

Mil Tech Trends CYBER SECURITY

32   April/May 2013      MILITARY EMBEDDED SYSTEMS



Embedded Boards | Power Supplies | Instruments

631-567-1100  • Fax: 631-567-1823  • www.naii.com  

Visit www.naii.com/Discrete-I-O/F18 or call us at 631-567-1100 today.

Discrete I/O... available on a 
board or in a rugged system.

Proudly made 
in the USA.

 
         

Excellence in ALL we do

Up to 136 Programmable Discrete 
I/O Channels... on One Rugged Board!
Up to 136 Programmable Discrete 
I/O Channels... on One Rugged Board!

Only NAI delivers high density 0 - 60VDC 
discrete I/O with a multitude of valuable 
user programmable features.

• Senses broken input connection and if input is shorted to +V or to ground
• Handles high in-rush current loads (e.g. two #327 incandescent lamps in parallel)
• Supports "dual turn-on" (series channel output) applications 
• Reads I/O voltage and output current for improved diagnostics (indicates if load is connected)
• Current shares by connecting multiple outputs in parallel, to sink/source up to 2A per channel/bank
• Continuous background built-in-test (BIT) during normal operation, status of channel health and operation feedback 
• Programmable for Input (voltage or contact sensing) or Output (current source, sink or push-pull) per channel/bank  

The Single Source for Intelligent COTS I/O Solutions



Mil Tech Trends CYBER SECURITY 

U.S. Air Force photo

Encryption and the migration 
to COTS technologies
By Rubin Dhillon and Jim Kelly

The network is becoming 

increasingly crucial to the world’s 

armed forces. Unsurprisingly, it 

uses the same technologies that 

are proven in the commercial 

world, with much of the equip- 

ment sourced by the armed forces 

being of COTS origin. But the 

military needs a level of security –  

anti-tamper, information assurance, 

data destruction, encryption – 

way beyond what the commercial 

world requires. COTS solutions 

have emerged that leverage the 

innovations driving the commer- 

cial mobile data industry while 

addressing specific military security 

concerns such as encryption.
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Armed forces around the world, and 
in particular the United States military, 
are striving for total information domi-
nance over foreign adversaries. This new 
focus on information dominance has 
transformed the battle space, where all  
assets – unmanned aerial-, terrestrial-, 
and sea-based platforms; ground combat 
vehicles; precision guided weapons; 
handheld computers; and so on – are in 
constant communication and collabora-
tion over a secure and reliable tactical net-
work. This network is expanded through 
larger terrestrial networks and support 
systems in order to provide warfighters 
and commanders with the information 
needed for an accurate and real-time 
common operating environment. 

Encryption of all this classified informa-
tion, both during transmission (“data in 
motion”) or while it is stored (“data at 
rest”) is critical to ensure both military 
operations success and personnel safety. 
However, a military organization has to 
be able to communicate securely with 
its government and potentially other 
governments, as well as with nonmilitary 
organizations that might be involved. 
Using COTS hardware, standard encryp-
tion algorithms, key exchange, digital 
signatures, and hashing enable the 
timely sharing of classified information. 

Encryption transitions to COTS, GOTS
Historically, military critical infrastructure  
relied on platforms and technologies 
specifically designed, developed, and 
delivered for military use. However, 
initiatives to streamline procurement, 
improve deployment times, and reduce 
cost led to the adoption of architectures 
that increasingly rely on Commercial 
Off-the-Shelf (COTS) products and 
technologies or slight derivatives cus-
tomized for military use – Government 
Off-the-Shelf (GOTS). This focus on 
commercially derived technologies is 
currently seeing renewed emphasis, 
with these COTS and GOTS platforms 
leveraging the most advanced and  
forward-looking technologies and 
architectures in the industry – for 
example, virtualization, mobility, cloud 
computing, and so on.

The migration to COTS/GOTS sys-
tems increases the importance and 

complication of the role encryption plays 
for the warfighter. How do governments 
ensure that they can trust these devices 
to handle their most sensitive data, and 
how can individual vendors or industry 
partnerships provide technologies and 
platforms that facilitate the approved 
encryption processes? 

In the United States, military cryptog-
raphy is traditionally developed and 
maintained by the National Security 
Agency (NSA). Not only does the NSA 
develop secret crypto algorithms desig-
nated as “Type 1” or “Type A” cryptos 
for classified U.S. government commu-
nications, but its responsibilities also 
include the approval of all military com-
munications and computing devices that 
implement encryption. As the require-
ments for military communications 
have grown rapidly over the past few 
years, installation, deployment, perfor-
mance, obsolescence, and maintenance 
issues and rising costs are becoming 
an increasing concern. In 2005, the 
NSA and the U.S. DoD launched the 
Cryptographic Modernization Program 
to combat these issues.

Perhaps the most remarkable develop-
ment of the Cryptographic Modern i-
zation Program has been the acceptance 
and adoption of nonclassified, industry-
developed cryptographic algorithms. 
These so-called “Suite B” cryptos are 
more conducive to the military’s COTS/
GOTS systems strategy.

Cryptographic algorithms are open 
standards-based
Suite B encrypted systems are based 
on open standards cryptographic algo-
rithms. Governments such as that of 
the United States publish guidelines 
and standards that outline which algo-
rithms may be used for classified and 
nonclassified information. The Federal 

Information Processing Standard FIPS 
140-2 published by the National Institute 
of Standards and Technology (NIST) out-
lines the cryptography requirements for 
all devices used on a National Security 
System. Government/military agencies 
use the Common Criteria for Information 
Technology Security Evaluation (often 
referred to as simply Common Criteria 
or CC) international standard when they 
specify security requirements. Using a 
Common Criteria rating scale ranging 
from Evaluation Assurance Level (EAL) 
1 through 7, the government can com-
pare how rigorously particular devices 
have been tested to meet their security  
requirements. Implementing standard  
cryptographic algorithms and key ex- 
change is not authorized on a National 
Security System until they have been 
tested and certified. Common Criteria 
evaluation and validation must be done 
by an accredited NSA/NIST testing 
laboratory.

It is important to point out that a higher 
EAL rating does not necessarily mean 
that one device is more secure than 
another – only that it has been tested 
more rigorously, suggesting a higher 
level of trust. Most hardware network 
devices carry an EAL rating between 
1 and 4. GE’s RTR8GE rugged secure 
battlefield router, for example, runs 
a FIPS-certified version of Juniper 
Networks’ Junos network operating 
system and has achieved the Common 
Criteria EAL 4 rating, which states 
“methodically designed, tested, and 
reviewed” (Figure 1). Given the rapid 
growth in the number of devices going 
through the evaluation process and the 
time and cost involved in obtaining such 
a high rating, EAL 4 rated devices will 
likely be rare in the future. Most net-
working devices today only carry an  
EAL 2 rating, which designates that the 
solution was “structurally tested.” 

Figure 1  |  GE’s RTR8GE secure 
battlefield router uses a FIPS-certified 
version of Juniper Networks’ Junos 
network operating system.

›
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Encryption methodologies are 
evolving
The premise of public-key cryptog-
raphy is that the mathematical problem 
that must be solved to decrypt the 
communication would take so long to 

solve that by the time it was solved, 
the information would no longer be 
useful. Suite B uses Elliptical Curve 
Cryptography (ECC), which has the 
advantage of using much smaller keys 
with an equivalent level of security, 

thereby reducing the computing power 
and bandwidth required. The effi-
ciency of ECC enables a high level of 
security for the wide range of Internet 
Protocol (IP)-enabled devices available 
today.

IPsec key creation and management
Each IPsec node pair is configured with a unique key that allows the pair to encrypt and decipher their communication. The 
distribution and management of these keys are critical in ensuring the security of encrypted communications. There are three 
kinds of key creation methods:

 › Manual key: Often used in small, static networks, this involves administrators manually configuring security at each end of 
the encrypted link. 

 › Autokey IKE: Keys are generated by each end node automatically using the Internet Key Exchange (IKE) protocol. 
Authentication is achieved through pre-shared keys or with security certificates issued by a trusted Certificate 
Authority (CA).

 › Diffie-Hellman (DH) exchange: This methodology allows each node to produce a shared secret value. This secret value 
is not transferred over the communications link. There are 5 DH groups ranging from Group 1 (768-bit keys) through 
Group 5 (1,536-bit keys).

Sidebar 1  |  IPsec key creation methods›
Common FIPS-approved cryptographic algorithms
There are many FIPS-approved cryptographic algorithms that are commonly implemented, including the following:

 › AES 128, 192, 256 for encryption/decryption
 › DSA with 1,024-bit keys for digital signature generation and verification  
 › RSA with 1,024- or 2,048-bit keys for digital signature generation and verification
 › Triple-DES for encryption/decryption 
 › SHA-1 for hashing
 › SHA-2 for hashing (SHA-256)
 › HMAC-SHA-1
 › HMAC-SHA-256
 › FIPS 186-2 RNG (with Change Notice)

IPsec security protocols
IPsec uses two protocols to secure communications at the IP Layer. The Authentication Header Protocol verifies the authen-
ticity/integrity of packet content and origin. This is achieved by calculating a checksum using a secret key and either the MD5 
or SH-1 hash functions.

The Encapsulating Security Payload (ESP) protocol encrypts either the entire IP packet or just the data payload depending on 
the configuration and architecture of the network. 

These encryption algorithms are often used: 

Triple-DES or 3DES is a block cipher. Therefore, it operates on fixed-size blocks of data. 3DES replaced the DES algorithm. 
The latter is no longer considered secure.

AES-GCM with key lengths of 128, 192, and 256 bits is also used as an integrity algorithm. AES-GCM is part of Suite B and is 
a symmetrical block cipher that encrypts/decrypts data in 128-bit data blocks.

AES-CBC (AES in Cipher Block Chaining mode) with key lengths of 128, 192, and 256 bits is part of Suite B. Similar to 3DES, it 
operates on fixed blocks of data. These data blocks are 128 bits wide. Cipher Block Chaining is used to hide identical blocks 
of data within the same packet, ensuring that all encrypted data blocks are unique. 

Sidebar 2  |  Common FIPS-approved cryptographic algorithms and IPsec security protocols explained›
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There is no question that Internet 
Protocol is rapidly becoming the domi-
nant network protocol used throughout 
military communications networks, and 
while it is still common to find special-
ized military- and application-specific 
protocols in the tactical battlefield 
environment, these are being replaced. 
Therefore, Internet Protocol Security 
(IPSec) (see Sidebars 1 and 2), a set of 
open standard Internet Engineering 
Task Force (IETF) standards, is used 
throughout military networks to configure 
encryption and secure sensitive com-
munications. IPSec with the approved, 
tested, and validated encryption algo-
rithms and key management can meet 
the FIPS 140-2 and Common Criteria 
requirements for encryption over IP 
networks. 

IPSec is a point-to-point architecture 
that manages key exchange, verifies 
the integrity of data packets, negoti-
ates crypto algorithms, and authen-
ticates between two end-nodes on 
a network. However, regardless of 
the key management methodologies 
or security protocols implemented, 
IPsec might not be ideal for tactical 
military networks, particularly as they 
grow in size and complexity. Key dis-
tribution and management will likely 
represent serious challenges, and appli-
cation performance, dynamic routing, 
reliability, and management might  
all suffer.

A group-based network encryption has 
evolved that promises to address the 
limitations of traditional IPSec point-
to-point architectures. The standards- 
based Group Encrypted Transport (GET)  
integrates routing and encryption 
together in the network and allevi-
ates the need to set up individual 
point-to-point connections. Since 
policies and keys are managed from 
a central point, key distribution and 
management are greatly simpli-
fied. Group Encrypted Transport is 
well suited to battlefield networks, 
given their dynamic and mobile 
nature, with diverse devices trans-
mitting and receiving sensitive data 
over a large geographic area. Military 
network architects will likely prefer  

the flexibility afforded by GET over  
traditional IPsec tunneling. 

Encryption faces new challenges
Server virtualization and hypervisor 
technologies have grown to enable 
cloud computing in the commercial/
data center world, and these technolo-
gies are now finding their way onto 
the battlefield. Government agencies, 
including the DoD, continue to embrace 
emerging technologies such as cloud 
computing. In fact, cloud computing 

promises to address some of the DoD’s 
most pressing issues such as improving 
deployment time for new warfighter 
applications and technology, enabling 
data sharing between joint forces and 
allies, and simplifying and stream-
lining network management – all while 
reducing costs. 

The basic concept behind the imple-
mentation of cloud computing, virtual 
machines, and virtual networks is to 
replace hardware devices with software. 
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A single rugged multicore computing 
device installed in an unmanned plat-
form, for example, could perform the 
function of mission computer, router, 
firewall, and sensor processor – an archi-
tecture that provides significant SWaP 
benefits, essentially replacing four indi-
vidual devices. 

However, this concept of a software-
based appliance is challenged by the 
fact that government and DoD policies, 
procedures, certifications, and testing 

methodologies primarily revolve 
around hardware devices. Foundations 
have been laid by the NSA that would 
allow use of software-based Suite B 
crypto “devices” running in virtual 
machines, but the evaluation process 
needs to catch up. Since the benefits of 
cloud computing and virtualization are 
so compelling, industry and the DoD 
are working closely to address these 
procedural issues and we will likely 
see this addressed within the next few 
years.

Commercial users will follow
As the next phase of the Internet 
begins to develop with the Industrial 
Internet Revolution, the focus is 
shifting from communications between 
people to communication between 
machines, manufacturing plants, 
energy production facilities, logistics/ 
shipping hubs and even aircraft 
engines. All these are transmitting, 
storing, and sharing data like never 
before. Other government agencies 
and Non-Governmental Organizations 
(NGOs) providing law enforcement 
and homeland security seek the ben-
efits of cloud computing architectures 
to share critical and sensitive informa-
tion as well.

However, many of these nonmilitary 
industries and applications are unpre-
pared for the security implications that 
ubiquitous connectivity brings and 
therefore look to the military sector for 
the technology and procedures needed. 
Solutions that have a Common Criteria 
EAL rating are attractive in nonmilitary 
markets and, as the Industrial Internet 
grows, it is likely that more and more 
devices will embed the encryption 
algorithms, methodologies, and design 
principles that are common in military 
systems. It is safe to say that this will 
be an exciting arena to watch for many 
years to come.     MES
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Industry Spotlight CLOUD COMPUTING

Deploy warfighter applications  
faster with open source Platform-as-a-Service
By David Egts

Up-and-coming Web startups are leapfrogging each other to market using Internet-hosted  
Platform-as-a-Service (PaaS) technologies. PaaS allows these startups to innovate rapidly by focusing 
more time on their mission and less time managing hardware and software. Can the warfighter benefit 
from PaaS too? Yes, if the warfighter controls the PaaS stack – and open source delivers that control.

40   April/May 2013      MILITARY EMBEDDED SYSTEMS

U.S. Army photo by Spc. Marcus Fichtl



Historically, warfighter applications are often 
monoliths from the power plug to the running 
application – they were often designed for a 
single purpose without reuse and interoperability 
in mind. The design variances of these monoliths 
have also prevented economies of scale in terms 
of technology and Certification and Accreditation 
(C&A) reuse. This lack of reuse can prevent appli-
cations from getting to the warfighter in a timely 
fashion and can also lead to cost and schedule 
overruns. By identifying areas of commonality 
that could be standardized, certifying those 
components once for reusability, and focusing 
more on the remaining differences, agencies can 
increase efficiency and save the time involved 
with regularly recertifying applications. Platform-
as-a-Service (PaaS) is one solution that can alle-
viate these challenges by shrinking timelines and 
eliminating vendor lock-in. PaaS utilizes IT stacks 
that are consistent across multiple applications, 
including everything from the power plug to 
hardware to virtualization to operating system to application 
server. The IT stack can be certified once and reused many 
times with a significantly smaller amount of re-certification 
work. As such, developers can focus more on their application 
and get it into production sooner since it’s running on a stack 
of hardware and software that someone else has already rigor-
ously certified.

Figure 1 illustrates the difference between a developer- 
maintained stack versus a PaaS stack. Note how the develop-
er’s effort is diffused down the stack without PaaS. Instead of 
focusing on the application itself, effort needs to be expended 
to specify, acquire, integrate, deploy, certify, and maintain all 

the components of the stack. Further, every application’s devel-
oper may specify a different vendor for each of the compo-
nents, requiring the end customer to be proficient in all. This 
erodes economies of scale in terms of training, operations 
and maintenance costs, and volume purchasing. With PaaS, 
the developer can dedicate more time to the application itself 
while letting the PaaS provider take advantage of economies 
of scale while maintaining and securing the infrastructure and 
platform hardware and software on the developer’s behalf.

Proprietary PaaS is a nonstarter for the warfighter
One problem with PaaS, however, is that most Internet-hosted 
PaaS providers are proprietary. Many of these PaaS providers 

Figure 1  |  Developer-maintained stack compared to PaaS stack›
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only support their proprietary languages and/or libraries, 
which only run on their back-end servers on the Internet. If a 
developer ever wants to move an application to another PaaS 
provider or move an application to on-premise servers, applica-
tion porting is necessary. And in the case of embedded and/
or classified systems, which may not have Internet connec-
tivity, proprietary Internet-hosted PaaS is not an option. This is 
where open source PaaS can provide a solution. A PaaS stack 
that is open source from top to bottom can be run on a public 
cloud, a classified enclave, or a tactical vehicle and provide the 
same experience. The application written for one deployment 
model is also portable across all. Open source PaaS offers the  
deployment efficiencies of traditional PaaS with the platform 
deployment target choice of open source.

Figure 2 illustrates this difference between a hosted PaaS  
provider and an on-premise PaaS solution. Both offerings 
allow the developer to focus on their application, but only an  
on-premise PaaS solution can run in an end user’s data center, 
classified enclave, tactical vehicle, airborne or undersea plat-
form, and so on. When choosing a PaaS solution, one should 
ensure that applications written in a hosted PaaS environment 
can run on an on-premise PaaS environment with little to no 
modification. The best way to do this is to ensure maximum 
portability by ensuring the PaaS solution and applications are 
built upon open source software.

Open source PaaS delivers agility with control
OpenShift is an autoscaling, open source PaaS for  applications 
and includes hosted, on-premise, and community  offerings 
(Figure 3). It was first released in developer preview in 
May 2011 to address the need for vendor-agnostic PaaS using 
open source principles and serves as a good example of the 
aforementioned PaaS concepts. It runs on top of Red Hat 
Enterprise Linux and each user-developed application runs as a 
PaaS “gear” inside a Linux container. By using Linux containers 
and not giving each application its own virtual machine, appli-
cations can be thinly and rapidly provisioned, which is ideal for 
massive scale as well as for small form factor embedded tactical 

deployments. Even though the applications are multitenant 
and running on the same Linux operating system, the Linux 
containers are confined using Linux resource control groups 
called cgroups, as well as Common Criteria-certified and  
NSA-developed SELinux. 

Once the application’s gear is provisioned, a developer can 
then choose pre-canned PaaS “cartridges” of application 
frameworks, languages, and SQL and NoSQL databases. By 
choosing these cartridges, the developer leaves the mainte-
nance and security of that code up to the centralized PaaS 
administrator. This provides economies of scale in that the PaaS 
administrator can apply a bug or security fix to a cartridge once 
and all developers’ applications using that cartridge immedi-
ately benefit. 

Once the cartridges are in place, the developer can then add 
mission-specific application code to the PaaS using git or an 
Eclipse IDE with a compatible PaaS plug-in. Once the code is 
pushed into the gear, it’s up and running. After deployment, 
DevOps tools such as Maven and Jenkins can also be added 
for automated building and continuous integration. When the 

Figure 2  |  Hosted PaaS compared to on-premise PaaS›

“     By choosing these cartridges, 

the developer leaves the maintenance 

and security of that code up to the 
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security fix to a cartridge once and all 

developers’ applications using that  

cartridge immediately benefit.    ” 
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application has been put into production, and if it goes “viral” 
(in a good way), the PaaS even has an HA-Proxy Cartridge that 
can automatically spin up and spin down additional gears based 
upon server load. By being built on top of open source, any 
application written for the PaaS can run without it, so vendor 
lock-in is eliminated. Further, an application can be developed 
on the PaaS and then deployed without it, such as in a light-
weight tactical or embedded environment. 

PaaS is the future
Agencies are being forced to do less with more. They need to 
identify areas of redundancy and consolidate efforts without 
compromising their missions. As proven in the private sector, 
PaaS provides the ability to rapidly deploy applications by 
focusing more on the mission and letting the PaaS provider 
economically provide a secure and stable platform upon which 
to build. For the warfighter, Internet-hosted PaaS is often a 
nonstarter. Applications need to run disconnected in either  
tactical and/or classified environments. Again, open source 
PaaS, such as Red Hat’s OpenShift, for example, provides a 
way for the warfighter to take advantage of the economies of 
scale of PaaS with the control of open source.

David Egts is the Principal Architect for 
Red Hat’s U.S. Public Sector organization, 
specializing in the application of open  
source enterprise infrastructure tech- 
nologies within federal, state, and local 
government agencies, the Department 
of Defense, and educational institutions. 

Contact him at degts@redhat.com and follow him on 
Twitter @davidegts.

Red Hat
703-748-2201 • www.redhat.com
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Figure 3  |  OpenShift components›
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Flight, mission, and radio management in one box  
The CMA-4000 Flight and Displays Management System, developed by engineers at Esterline 
CMC Electronics in Montreal, leverages an open architecture design to include radio control 
management, mission management, and flight management functions in one 11 lb box. The CMC 
Electronics box can drive as many as two external MultiFunction Displays (MFDs), enabling 
graphics capability and integrated management of the CDU/MFD manmade machine interface. 
It also provides multiprocessor support for developing customer or independent software 
application designs. 

Flexibility is built in via a variety of standard bus, analog, and discrete interfaces with a total 
of 284 pins at the rear connector. The maximum size of the 640 x 480 color display is 5" x 4". The 
display, which uses LED backlighting, also is sunlight readable and night vision goggle compatible. 

The CMA-4000’s basic configuration consists of one processor card with PMC, a graphics carrier card (with an optional graphic 
PMC), one I/O assembly, and two spare CompactPCI card slots. With the optional graphics PMC, the system can accommodate 
two video composite/S-video inputs and offers two RGB video outputs to drive multifunction displays. The CMA-4000’s graphics 
engine rotates and scales video and superimposes graphics for display on MFDs in landscape or portrait mode. 

Esterline CMC Electronics  |  www.cmcelectronics.ca  |  www.mil-embedded.com/p371476

 Military systems controlled by game-style unit 
Engineers at Ultra Measurement Systems, Inc., in Wallingford, CT, have designed a rugged 
controller with a game-style form factor familiar to today’s warfighters. The patented handheld 
Freedom of Movement Control Unit (FMCU) has been used by the Army and Marine Corps, 
Ground Based Operational Surveillance System (GBOSS), and in the Fire Scout unmanned 
helicopter system. Because of the controller’s intuitive nature, warfighters can easily figure 
out what each switch or joystick does and be off and running. It was the first fully ruggedized 
game-style controller for military applications.

The controller – available in desert sand and black colors – now comes with a ruggedized, 
sunlight-readable Light Emitting Diode (LED) backlit Liquid Crystal Display (LCD) that is a 
modular design with a standard 5" screen with options for 6.4" and touch-screen displays.  
Non-line-of-sight	operation	also	is	supported.	The	device	has	sealed,	ruggedized,	mappable	
controls, two Hall effect mini joysticks, two single-detent triggers, a four-way switch, 
10 momentary push buttons; two optional dead man switches are available. Custom 
switch modules may also be developed for mission-specific applications. It has a mounting 
bracket for fixed-position operation. The switch configuration may also be completely 
customized.  

Ultra Measurement Systems, Inc.  |  www.ultra-msi.com  |  www.mil-embedded.com/p371477 

Secure data transfer for military flight applications  
Engineers at Physical Optics Corp. (POC) in Torrance, CA, developed an in-flight data loading 
device/digital recorder, dubbed the Data Transfer System (DTS) with secure cryptographic 
features.	It	is	an	NSA-defined	Suite	B	and	FIPS	140-2-approved	cryptographic	solution	that	
also	supports	NSA-approved	Type	1	encryption	if	needed.	Its	main	functions	include	uploading	
mission and map data, recording in-flight mission data, and recording maintenance data 
during flight and ground operation.

The DTS has four GbE ports that can operate at 500 Mbps per channel. It also uses three independent Removable Memory 
Units for data storage with a capacity of 128 GB each – which can expand to 512 GB. The RMUs function as the transportable 
storage medium for pre- and post-mission information exchanges between the mission planning system, maintenance 
ground station, and the airborne platform. They can be inserted to any slot and the data routing to the appropriate channel 
can be configured via software. The system includes zeroization functionality for all RMUs and internal nonvolatile memory. 
It	supports	the	Built-in-Test	(BIT)	capability	to	isolate/detect	about	95	percent	of	internal	failures	through	PBIT,	SBIT,	IBIT,	
and MBIT functions. The DTS runs on 28 V and uses less than 40 W of power.  

Physical Optics Corp. (POC)  |  www.poc.com  |  www.mil-embedded.com/p371478
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MEMS-based navigation device for unmanned systems
The AHRS-8 navigation sensor from Sparton Corp. in De Leon Springs, FL, is small 
enough to fit into Unmanned Aerial Vehicle (UAV) payloads and to provide stability and 
navigation capability in environments with high levels of electromagnetic noise. It offers 
3D magnetic field measurement and 360 degree tilt-compensated heading, pitch, and roll 
information. The Micro Electro-Mechanical Systems (MEMS)-based attitude heading 
reference	system	provides	in-sensor	programmability	via	the	NorthTek	Development	System,	
and integrates electromagnetic disturbance compensation for in-platform and transient 
disturbances.  

The	AHRS-8	uses	AdaptNav	II,	which	has	adaptive	algorithms	to	enable	real-time	optimization	of	navigation	sensor	
performance in a variety of electromagnetic and dynamic operating environments. It has three-axis magnetic, three-axis 
acceleration, and three-axis gyro sensor technology. The device, which measures 1.66" by 1.11" by .43", has an operating 
range of -40 °C to +70 °C. It also has a user-selectable gyro and accelerometer dynamic range, power management capability 
via	a	sleep	mode,	and	True	North	heading	output	via	its	built-in	World	Magnetic	Model.	It	is	pin-for-pin	compatible	with	the	
Sparton DC-4 and GEDC-6 navigation devices. 

Sparton Corp.  |  www.spartonnavex.com  |  www.mil-embedded.com/p371479 

RF connectors and VITA 67
New	RF	connector	modules	from	TE	Connectivity	in	Harrisburg,	PA,	are	designed	
for rugged embedded computing applications that leverage the OpenVPX architecture. 
The Multiposition RF connector modules were developed to meet VITA 67.0, 67.1, 
and 67.2 standards that define the RF connector modules for implementation within 
OpenVPX. The TE modules offer a standardized microwave interface and also meet 
the requirements of C4ISR applications such as communication systems and ground 
base stations, avionics, ground-based radar systems, and other applications.

The devices work in high-reliability, high-density military applications that meet 
VITA 47’s environmental, vibration, and corrosion resistance requirements. 
VITA 67 standards enable the addition of RF capabilities in VITA 46 (VPX) board-to-board connections. The RF connector 
modules also are compatible with the VITA 65 (OpenVPX) specification, which defines standard profiles for various 
configurations at the backplane, chassis, module, and slot levels. RF modules are available with standard four positions 
(VITA 67.1) or eight positions (VITA 67.2) of high-frequency coaxial contacts for blind-mate daughtercard-to-backplane 
applications. The SMPM-based contacts are on a 0.240" centerline, and the module interface is designed to maintain 
excellent channel-to-channel isolation, over 100 dB at 30 GHz. 

TE Connectivity  |  www.te.com  |  www.mil-embedded.com/p371480

 Signal acquisition cards for SDR, radar pulse applications 
Designers at Red Rapids in Richardson, TX, developed a product family called 
Signal Stream for general-purpose signal acquisition and generation for military 
applications such as Software-Defined Radio (SDR) and radar pulse receivers/
transmitters as well as applications in the medical and industrial markets. 
Available in PCIe or XMC form factors, the devices integrate a set of software 
programmable features including selectable operating modes – continuous, 
snapshot, and periodic – time-stamped data samples, external or timed event 
triggers, data packing, and data sizing.

Signal Stream devices, which come in seven different models, configure their 
data path as a receiver for ADC channels and a transmitter for DAC channels. 

Each	type	of	channel	may	process	raw	sample	data	or	data	packets	as	defined	by	the	VITA	49	specification.	Each	channel	
also can continuously stream data samples from the ADC to host memory, or from host memory to the DAC. Signal acquisition 
or generation may be started by software command, software trigger, external hardware trigger, or by a preset time of day. 
These same options are available to stop a collection or transmission. Its API has drivers for Windows, Linux, and VxWorks 
operating systems. 

Red Rapids  |  www.redrapids.com  |  www.mil-embedded.com/p371481
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Enabling and securing
the connected warfighter

Today’s armed forces are embracing an “everything 
over Ethernet” approach in building a network-enabled 
battlefield. Modern military vehicles have become the 
leading edge of that tactical network. GE has the products and experi-
ence to digitize sensors, standardize vehicle networks, and exploit data 
within harsh, space-constrained environments. Our COTS products reduce 
complexity, risk and cost, and enable rapid deployment of your modernized 
platform. We have the full portfolio of solutions to turn disparate systems into a 
seamlessly connected network to connect warfighters like never before.
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